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INTRODUCTION TsunamIA

How we will work today
A few ground rules to get the most out of the day.

Camera on

It is interactive · let us see each other.

Ask anytime

Interrupt me · no question is too basic.

Try, don't just watch

The labs are hands-on · follow along on your

machine.

Share real use cases

Your context makes the day useful.

Confidentiality

What is shared here stays here · no company

data in the tools.

Notifications off

Stay present and engaged.
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Round the table
Quick intros, so I can tailor the day to you.

Your name & team

Who you are, what you work on.

What you build

Your stack, your role.

Your LLM experience

On a scale of 1 to 5.

Your goal today

One thing you want to leave with.
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A quick word about me

Late 2022, GPT was a real shock: my security-consulting work was about to change, so I

chose to ride the wave. Since then I help companies integrate generative AI · over 1,000

people trained and 15 audits last year.

W H AT I  B R I N G

TsunamIA · the AI podcast

link.tsunamia.fr
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Dimitri Foucault

Gen AI & security consultant · trainer · ex-CISO

Generative-AI integration · from first use case to production

Project & change management · the manager side, not only hands-on

Security background · former CISO

TsunamIA · a weekly AI podcast for 3 years · constant dialogue with the field



INTRODUCTION TsunamIA

Objectives for the day
By the end of the day, you should be able to:

1 Understand what an LLM is and how it works, without the heavy maths

2 Recognise real integration patterns: assistants, RAG, agents

3 Grasp the economics: tokens, context and cost across models

4 Know the main risks of LLMs · and how to reduce them

5 Leave with a practical map to scope your own LLM project
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Agenda for the day
Six modules, three hands-on labs. A lot of ground to cover, and you keep the deck.

1 Fundamentals: how LLMs actually work 60 min

2 Prompt engineering & structured output · Lab 1 75 min

3 RAG & fine-tuning: choosing the right approach · Lab 2 70 min

4 Deployment, cost & token economics 60 min

5 LLM security essentials · OWASP Top 10 · Lab 3 60 min

6 Trends, evaluation & perspectives 35 min
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★ OPENING WORKSHOP TsunamIA
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Same prompt, different answers 10 min

Let's feel the probabilistic nature of an LLM before we explain it.

S TA N D A R D  T R A C K

Everyone sends the same prompt to their assistant (Copilot). Read

a few answers out loud and compare. Suggested prompt: “In 3

bullet points, what will be the biggest change in software

engineering in 2027?”

A D VA N C E D  C H A L L E N G E

Send the same prompt with vs without web access. Observe:

different outputs, sensitivity to phrasing, and the effect of

grounding on factuality.

Environment: GitHub Copilot Chat (any model). No company data.



TsunamIA

01
LLM landscape
and how they
work

A shared vocabulary, without the heavy

maths.



1 FUNDAMENTALS TsunamIA

What is an LLM?
A model trained to predict the next token, over and over.

Prompt
your text

Tokens
chunks → IDs

Model
predict next token

Output
one token at a time

It does not “know” or “think” · it produces the most statistically plausible continuation.
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Autoregressive generation
The model outputs a probability for every possible next token, picks one, appends it, and

repeats.

“The cat sat on the ___”

mat 0.41

floor 0.12

couch 0.08

rug 0.05

… 0.03

Temperature decides how sharply we pick. Generation stops at a stop token or max length.

10 / 137
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Token: definition

A token is a piece of text the model actually processes · not a letter, not always a word, often a sub-word.

The model never sees letters, only token IDs (numbers).

Tokens are the unit of context windows, latency and billing.

11 / 137
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Counting tokens in practice
Measured with tiktoken · a common word is cheap, random strings are expensive.

Common word

Bonjour = 1 token

Random / rare string

UD H FO Y 382 D = 6 tokens

Rule of thumb (English): 1 token ≈ 4 characters ≈ 0.75 word. Random strings cost many tokens → more expensive.

platform.openai.com/tokenizer · github.com/openai/tiktoken 12 / 137
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Is "1 token ≈ 4 chars" always true?
No · it's an English average for older tokenizers.

It varies by language, casing, leading spaces, digits…

…and above all the model's tokenizer. The vocabulary is the fixed set of tokens it knows · a bigger vocabulary =

fewer tokens for the same text.

Big vocabularies: GPT-4o o200k (200k), Llama 3 (128k), Gemini (256k).
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What is a tokenizer? (BPE)
Byte-Pair Encoding: merge the most frequent pair, repeatedly, until the target vocabulary

size.

1 · characters

l o w e s t

2 · merge frequent pairs

lo w es t

3 · subword tokens

low est

Byte-Pair Encoding: repeatedly merge the

most frequent pair into a new symbol,

until the target vocabulary size is reached.

Frequent words → 1 token. Rare words → split.

huggingface.co/learn/llm-course/chapter6/5 14 / 137
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Tokenizer: text in, text out
Encode to token IDs, run the model, decode back to text.

“Hello world” Tokenizer
encode

Hel

15496

lo

11

world

1917

sub-word tokens → IDs

Model decode → text

The model only ever sees integers, never letters.

Principle redrawn from Hands-On Large Language Models (Alammar & Grootendorst).

15 / 137
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Why the tokenizer impacts price, context and latency
Tokens are the unit of billing, of context, and of speed · so the tokenizer touches all three

at once.

Price

APIs bill per token, input and output. A 50-page

PDF is already about 30k input tokens, on every

call.

Context

The context window is a token budget (128k,

200k, 1M…). Prompt, history, RAG and output all

count against it.

Latency

More tokens = more compute. Output tokens

dominate (made one by one); a long prompt

mainly adds time-to-first-token.
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Fewer tokens for the same meaning = cheaper, faster, more room in context.

The same text costs a different number of tokens on different models · and the tokenizer also shapes how well the model handles

rare words and code.
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T O K E N I Z E R S  I N  T H E  W I L D

“cl100k”, “o200k” · what those names mean
A tokenizer has a name and a vocabulary size · a bigger, better vocabulary packs the

same text into fewer tokens.

cl100k_base · the tokenizer of GPT-3.5 / GPT-4 · about 100k entries in its vocabulary.

o200k_base · GPT-4o and the o-series · about 200k entries · fewer tokens for the same text, especially non-

English and code.

Newer frontier models keep upgrading their tokenizer · swapping models can silently change your token counts

(and your bill).

Fewer tokens = lower cost, more effective context, and a shorter time-to-first-token · less to read before it starts

answering.

Real-life: with a long prompt you wait through **prefill** (the model reading your input) before the first word appears · that is the time-to-first-token.
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The language "token tax" (FR vs EN)
Non-English text costs more tokens · but the gap depends heavily on the tokenizer.

tokens for the same 10,000 characters

GPT-4 (cl100k)

EN 2,223

FR 3,050

1.37×

GPT-4o/5 (o200k)

EN 2,223

FR 2,373

1.07×

The FR penalty melts with newer, larger-vocabulary tokenizers. The big tax (2.5–15×) hits non-Latin scripts.

The tax is relative to the tokenizer's corpus, not the language. A Western tokenizer taxes

Chinese (GPT-4o ≈1.3 char/token vs ≈4.7 for English), but a Chinese-native model

(Qwen, DeepSeek) tokenizes Chinese efficiently · sometimes cheaper than English.

● à vérifier J arxiv.org/abs/2305.15425 (Petrov, NeurIPS 2023) · aleksandarpetrov.github.io/tokenization-fairness 18 / 137
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Embeddings (1/3) · what they are
An embedding turns a text (or image) into a vector of numbers that captures its

meaning.

animals

travel

finance

query: “a kitten”

closest = nearest neighbours

Similar meaning → nearby vectors. Search = return the closest points to the query.

Different from a generative LLM: an embedding model only produces vectors. Typical

sizes: 768, 1024, 1536, 3072 dimensions.
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Embeddings (2/3) · similarity & vector space
Cosine similarity measures the angle between two vectors. Search = find the vectors

closest to my query.

unrelated doc

wide angle → score ≈ 0

document

query

θ

similarity score

−1 0 +1

query · document

cosine similarity = cos θ · from −1 (opposite) to +1 (same meaning); search returns the highest scores

This powers semantic search and RAG.

developers.openai.com/api/docs/guides/embeddings 20 / 137
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Embeddings (3/3) · embedding documents (PDF etc.)
“Embedding a PDF” = converting it into vectors so you can retrieve it by meaning.

PDF
extract text / OCR

Chunks
split passages

Vectors
embed each chunk

Vector DB
store

At query time: embed the question → retrieve the closest chunks. This is the first half of a RAG.

Two cautions: chunks are a RAG thing · if the doc fits in context, skip them and just

paste the text (next module). And most RAG failures start at PDF parsing (shifted tables,

page numbers mid-sentence), not at the embedding · garbage in, garbage out.

learn.microsoft.com/azure/architecture/ai-ml/guide/rag · arxiv.org/pdf/2407.01449 (ColPali) 21 / 137
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M U LT I M O D A L  E M B E D D I N G S

ColPali · retrieving PDFs without OCR
Instead of reading the text, the model looks at each page as an image and embeds it

directly.

Classic RAG: PDF → OCR → text → embed. Brittle on tables, columns, scans and figures · the layout is lost.

ColPali: render each page to an image → a vision-language model embeds the picture into the same space as the

query text.

No OCR step · the model sees the page (tables, charts, handwriting, logos) the way you do, nothing thrown away.

At query time, your text question and the page images share one vector space · retrieval = the nearest pages.

For travel-tech: contracts, fare rules, scanned docs and screenshots become searchable as-is.

arxiv.org/pdf/2407.01449 (ColPali) 22 / 137
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Attention (1/2) · the intuition
Each token “looks at” all the others and decides which ones matter.

Key · the tokens being looked at →

Q
u

e
ry

 ·
 t

h
e

 t
o

k
e

n
 l

o
o

k
in

g
 ↓ The cat sat because it purred

The 1.00

cat 0.30 0.70

sat 0.50 0.32

because 0.22 0.28 0.38

it 0.74

purred 0.40 0.24 0.20

← "it" resolves to "cat"

Each row is a token asking “what should I look at?”. Darker cell = more attention. The

query “it” points back to “cat” · that is coreference, learned, not coded.
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Attention (2/2) · Q/K/V and why it changed everything
Each token emits a Query, every token offers a Key and a Value.

Token
“it”

Query
what am I looking for?

Key
what do I contain?

Value
what I pass on

weighted
sum of values

Match query → keys → weights → weighted sum of values. The Transformer (2017) made this parallel and scalable.

The context window is how many tokens can attend to each other at once.

arxiv.org/abs/1706.03762 (Attention Is All You Need) 24 / 137
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N O  M AT H S ,  J U S T T H E  I D E A

The KV cache, in plain words
Writing one token at a time, the model would re-read everything it already wrote. The KV

cache stops that waste.

Each new token must look back at all the Keys and Values from attention. Redoing that every step is a huge

waste.

So the model keeps a notepad of what it already computed and just adds the new token · that notepad is the KV

cache.

It is what makes generation fast, but the notepad grows with the length of the chat, so long contexts use more

memory.

Prompt caching = reusing this notepad for a shared start (system prompt, big doc) · about -90% cost. Same idea,

sold as a feature.
Analogy: writing a long email, you don't re-read the whole thread before each word · you keep it in your head and add the next one.
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Multi-head attention
Several heads run in parallel, each learns a different relation.

token vector

head 1 Q · K · V

head 2 Q · K · V

head 3 Q · K · V

head 4 Q · K · V

concat → context
enriched vector

Several attention “heads” run in parallel, each learns a different kind of relation.

Principle redrawn from Hands-On Large Language Models (Alammar & Grootendorst).
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The Transformer, in one picture
Embeddings in, N stacked blocks, a next-token distribution out.

Input tokens
“The cat sat on …”

Token embeddings + positional encoding

Transformer block × N layers

Self-attention
each token looks at the others

Feed-forward network
per-token transformation

Output head
linear + softmax → next-token probabilities

One forward pass =

one predicted token.

Stacking blocks lets the model

build richer representations.

Context window = how many tokens

attend to each other at once.

Architecture principle redrawn from Hands-On Large Language Models (Alammar &

Grootendorst).

arxiv.org/abs/1706.03762 27 / 137
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Encoder, decoder, encoder-decoder
Same Transformer brick · the difference is whether a token may look at the future.

Encoder-only (BERT)

Bidirectional (sees left and right), trained by

masking words. Great for embeddings and

understanding, not generation.

Decoder-only (GPT)

Causal (sees only the past), trained on next-

token prediction. Today's chat LLMs,

autoregressive.

Encoder-decoder (T5)

Encoder understands the input, decoder writes

the output. Translation, summarization.
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What is a parameter?

A parameter is a weight · a number the model learned during training.

Modern LLMs have billions of them. “7B” = 7 billion parameters.

More parameters = more capacity, but also more memory and compute.

29 / 137
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Model naming: total vs active parameters
A model's name (“7B”, “671B”) is its total size. What it actually runs per token can be far

smaller.

TOTAL PARAMETERS

DeepSeek-V3 stores 671B parameters in memory.

ACTIVE PARAMETERS / TOKEN

DeepSeek-V3 runs only 37B per token (about 1 in 18).

30 / 137

All the weights the model owns · stored on disk, loaded into

memory.

Sets the memory footprint: the VRAM just to load the model.

This is the number in the name: 7B, 70B, 671B.

Dense models: total = active · every weight runs for every token.

The weights actually used to produce one token.

Sets compute, cost and latency · what you really pay to run.

Mixture-of-Experts: a router activates only a few experts per

token.

So active ≪ total · big in memory, much cheaper to run.
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Mixture of Experts (MoE) · what it is
A small router picks only a few experts per token, instead of running the whole model.

Token Router

expert 1

expert 2 ●

expert 3

expert 4

expert 5 ●

expert 6

expert 7 ●

expert 8

256 specialists in the office,

only 8 consulted per question.

Pay compute at the price of active params, keep the knowledge of total params. Catch:

you still need enough memory to hold ALL experts.
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MoE · real examples
Total vs active parameters.

MODEL TOTAL PARAMS ACTIVE PARAMS SPARSITY

Mixtral 8x7B 46.7B 12.9B 2 of 8 experts

Qwen3-235B-A22B 235B 22B 8 of 128 experts

DeepSeek-V3 671B 37B 8+1 of 256 experts

Kimi K2 1T 32B 8 of 384 experts

“DeepSeek-V3 = the quality of a near-700B at the compute cost of a ≈37B.” (DeepSeek blocked at Amadeus, kept as a teaching example.)

arxiv.org/abs/2412.19437 (DeepSeek-V3) · Qwen3 & Kimi K2 model cards 32 / 137
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Parameters → memory footprint (the rule)
Memory for weights ≈ number of parameters × bytes per parameter.

weights memory ≈ parameters × bytes per parameter

bytes per parameter, by precision

FP32

4 B

rarely used now

FP16 / BF16

2 B

standard · big LLMs

INT8

1 B

local / on-prem

INT4

0.5 B

consumer GPUs

Plus the KV-cache (grows with context) and overhead → rule of thumb VRAM ≈ weights × 1.2

apxml.com/courses/llm-model-sizes-hardware 33 / 137
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Memory examples + CPU vs GPU
A 7–8B model (weights only):

🟥 FP16 → ≈14 GB

Needs a GPU (16 GB+).

🟧 8-bit → ≈7 GB

Borderline laptop / small GPU.

🟩 4-bit → ≈4–5 GB

Fits a modern laptop (CPU / Apple Silicon),

no GPU.

⬛ 70B in FP16 → ≈140 GB

Multiple GPUs.

34 / 137
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Quantization · what & how
Store each weight with fewer bits (FP16 → INT8 → INT4). Lose a little precision, gain a

lot of memory and speed.

GGUF = the file format for llama.cpp / Ollama / LM Studio, runs on CPU.

Variants Q4_K_M, Q5_K_M, Q8_0 · the number ≈ bits per weight.

GPTQ / AWQ are GPU-oriented methods.

ionio.ai/blog/llms-on-cpu-quantization-gguf-awq-gptq 35 / 137



1 FUNDAMENTALS TsunamIA

Quantization · quality vs size
Perplexity = how “surprised” the model is (lower = better). Modern 4-bit adds only ≈+0.1

to +0.3.

file size (GB) →

p
e

rp
le

xi
ty

 p
e

n
a

lt
y 
→

FP16
Q8

Q5

Q4

Q3

Q2

Q4_K_M ≈ best compromise

≈70% smaller, often imperceptible

Golden rule: the bigger the model, the less quantization hurts (a 70B Q4 ≈ FP16; a 3B Q4

starts to hallucinate).

sitepoint.com/quantized-local-llms-4bit-vs-8bit-analysis 36 / 137
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1-bit models / BitNet
An extreme idea: train the model so each weight is almost a single bit · just −1, 0 or +1.

Far less memory, much simpler maths.

FP16 weights

a × w

multiplication (costly)

continuous values

1-bit weights ∈ {−1, 0, +1}

a + / − a

add / subtract (cheap, CPU-friendly)

2.4–6.2× faster · 55–82% less energy

BitNet b1.58: weights natively trained low-precision, not compressed after the fact.

Still early: it works at small sizes, but there is no top-tier 1-bit model yet.

arxiv.org/abs/2402.17764 · github.com/microsoft/BitNet 37 / 137
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Model landscape mid-2026 · proprietary

PROVIDER FLAGSHIP RELEASED

OpenAI GPT-5.5 Apr 2026

Anthropic Claude Opus 4.8 · Sonnet 4.6 28 May 2026

Google Gemini 3.1 Pro · Gemini 3.5 Flash 19 May 2026

xAI Grok 4.x family n/a

The frontier moves fast: Opus 4.8 shipped the day before this session.

anthropic.com/news/claude-opus-4-8 · openai.com/index/introducing-gpt-5-5 38 / 137
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Model landscape mid-2026 · open-weight

PROVIDER OPEN-WEIGHT MODELS LICENSE

Alibaba Qwen3 (dense + MoE, e.g. 235B / 22B) Apache 2.0

Meta Llama 4 Scout / Maverick (Behemoth still training) Llama license

OpenAI gpt-oss-120b / gpt-oss-20b Apache 2.0

Moonshot Kimi K2.6 (1T / 32B) Modified MIT

Mistral Mistral Large 3 (675B / 41B) · Medium 3.5 Apache 2.0

DeepSeek DeepSeek V4 · blocked at Amadeus MIT

Open-weight sits at roughly 5% behind the proprietary frontier. Qwen and DeepSeek lead community adoption.

openai.com/index/introducing-gpt-oss · mistral.ai/news/mistral-3 39 / 137
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Open weight vs open source + licences
Open weight = you get the weights (run, fine-tune), not the data or recipe. Open source

(strict) = everything to rebuild it, very rare. So open weight is not open source.

LICENCE COMMERCIAL USE THE CATCH EXAMPLES

MIT Yes, fully Most permissive DeepSeek (blocked at Amadeus)

Apache 2.0 Yes, fully + explicit patent grant gpt-oss, Mistral Large 3, Qwen3

Modified MIT Yes Attribution only above huge user thresholds Kimi K2

Llama Community Yes, with limits Not open source; >700M users needs a Meta deal Llama 4

Licence ≠ approval: DeepSeek is MIT but blocked at Amadeus.

opensource.org/ai (OSAID 2024) 40 / 137
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Model pricing · input vs output
API price per 1M tokens. Output tokens are typically the most expensive.

input output

Claude Opus 4.8 $5

$25

Claude Sonnet 4.6 $3

$15

Claude Haiku 4.5 $1

$5

GPT-5.5 $5

$30

GPT-5 mini $0.25

$2

Gemini 3.1 Pro $2

$12

USD per 1M tokens. Output tokens are typically the most expensive.

Standard tiers shown · GPT-5.5 is $5/$30 here; the deliberative GPT-5.5 Pro is far pricier

($30/$180). Turning on “thinking” does not raise the per-token price, it just produces

more (billed) tokens.

● à vérifier J claude.com/pricing · openai.com/api/pricing · ai.google.dev/gemini-api/docs/pricing 41 / 137
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Strengths (with examples)

📝 Summarise / rewrite / translate

Compress, reformat, localise text.

🧩 Extract structure from messy text

Logs, emails, bookings → clean fields.

💻 Draft and transform code

Scaffold, refactor, explain.

📚 Answer over your data (grounded)

RAG on your documents.

42 / 137

Amadeus angle: travel logs are text → classification, anomaly hints, report drafting.
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Weaknesses & limits (with their counter-measures)
Each limit announces a counter-measure seen later · the thread of the day.

THE LIMIT THE PARADE

43 / 137

Hallucination (confident but wrong)

Knowledge cutoff

Non-determinism (same prompt, different output)

Sensitivity to phrasing

Maths / counting errors (tokenization)

RAG + evaluation

RAG / tools

Temperature + tests

Prompt engineering

Tools / code (e.g. count the r's in “strawberry”)
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02
Prompt
engineering and
structured
output

The 2025-2026 shift: from prompt to

context engineering.



2 PROMPT ENGINEERING TsunamIA

Has prompting aged?
The skeleton still holds, but its value moved.

anthropic.com/engineering/effective-context-engineering-for-ai-agents 45 / 137

On modern models, clever phrasing matters less; clarity, structure

and context selection matter more.

The field shifted from “prompt engineering” → “context

engineering” · finding the smallest set of high-signal tokens.

Documented fact, not just an impression: sensitivity to tricks

drops, sensitivity to ambiguity stays high.
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The classic structure (still a baseline)
Still the baseline · not for magic words, but because it forces you to be clear: who the

model is, what it knows, what to do, and in what format.

Role

Who the model should be.

Context

What it needs to know.

Instruction

What to do, precisely.

Format

How the output should look.

Examples

Lock the output format.

platform.claude.com/docs · prompt-engineering/overview · kaggle.com/whitepaper-prompt-engineering 46 / 137
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Anatomy of a prompt
A good prompt is structured, each part has a job.

one prompt · each part has a job

Role You are a senior travel data analyst.

Context Booking text: <booking> … </booking>

Instruction Extract the PNR, dates, total and currency.

Output format Return strict JSON with exactly those keys.

Examples “BA234, 320 EUR” → { amount: 320, currency: "EUR" }

A concrete example: the same five parts, filled in for a real extraction task.

47 / 137
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What actually works (backed by labs / arXiv)

Explicit, precise instructions beat clever phrasing · Claude 4.x follows literally; say WHY, not only WHAT.

Structure / delimiters: XML tags (Claude), markdown / headers (OpenAI, Google) to separate instruction vs data.

Avoid contradictory instructions · they cost reasoning.

Metaprompting: let the model rewrite / optimise your prompt.

docs.claude.com · claude-4-best-practices · docs.anthropic.com · use-xml-tags 48 / 137
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Placement: "lost in the middle"
Models pay most attention to the start and the end of a long prompt, and can miss what

is buried in the middle.

high recall high recall

info lost in the middle

start of prompt end of prompt

Put key instructions at the top or bottom · long docs up top, query at the bottom (up to +30%)

Less severe on modern long-context models, but still real · put your key instructions at

the start or the end.

arxiv.org/abs/2307.03172 · anthropic.com/news/prompting-long-context 49 / 137
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The repetition trick
Repeating the instruction (e.g. at the end) measurably helps NON-reasoning models.

Google Research 2025: 47/70 tests won, 0 losses, no extra latency or output length.

On reasoning models the effect is neutral · they already restate the task.

arxiv.org/pdf/2512.14982 (Prompt Repetition, Google 2025) 50 / 137
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Few-shot vs zero-shot today
Zero-shot = you just ask. Few-shot = you show a few examples first.

ZERO-SHOT

“Classify this review as positive or negative: ‘The seat was broken.’”

FEW-SHOT

“‘Great seats’ → positive · ‘Lost my bag’ → negative · ‘Seat was broken’ →
?”

arxiv.org/html/2501.12948v1 (DeepSeek-R1) · arxiv.org/pdf/2411.03590 51 / 137

You give only the instruction, no examples.

Best on reasoning models and clear tasks.

You add 2-3 example pairs (input → wanted output) first.

Mainly to lock the output format on non-reasoning models.

On reasoning models it can hurt · prefer zero-shot.
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Chain-of-thought, then and now

CoT (“think step by step”) gives big gains mainly on math / logic / symbolic tasks.

On reasoning models it is largely redundant · they reason internally · and can add 20–80% cost for ≈3% gain.

OpenAI explicitly says: avoid CoT prompts on reasoning models. You pilot reasoning via the API instead.

arxiv.org/abs/2409.12183 (To CoT or not to CoT) · developers.openai.com · reasoning-best-practices 52 / 137
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L I V E  E X A M P L E  ·  LO C A L  M O D E L

Chain-of-thought in the wild
Qwen3 running locally in LM Studio · you can watch the model think, then answer.

Qwen3 · LM Studio · “thinking” mode · click to zoom

53 / 137

The grey block is the reasoning (chain-of-thought): the model

analyses a typo-heavy question, decodes it, plans the answer ·

before writing it.

Runs on your machine (LM Studio) · no cloud, nothing leaves the

laptop. Useful for sensitive data.

Bottom bar = token economics, live: 22.8 tok/s, 797 tokens, first

token in 1.71s, stopped on the EOS token.

Reasoning is billed output · those thinking tokens cost money and

add latency. Powerful, not free.
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Controlling reasoning via the API
You control reasoning through API parameters, not prompt text.

LAB PARAMETER VALUES

OpenAI (GPT-5 / o-series) reasoning_effort + verbosity minimal / low / medium / high

Anthropic (Claude) effort (adaptive thinking) low / medium / high / xhigh / max

Google (Gemini 3.5 / 3) thinkingLevel / thinkingBudget low → high

More reasoning tokens = better on hard tasks, but a direct cost / latency trade-off.

platform.openai.com/docs/guides/reasoning · docs.anthropic.com · extended-thinking 54 / 137
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Temperature & sampling
Temperature rescales the probability distribution: low = sharp, high = flat.

temp 0.0

sharp · deterministic-ish

extraction, code

temp 0.7

balanced

general writing

temp 1.2

flat · diverse, riskier

creative (quality drops >1.2)

Top-p (nucleus): line the next-word candidates up by probability, keep just enough from

the top to cover p of the total chance (say 90%), and pick from that shortlist · the unlikely

long tail is dropped. Rule: tune temperature OR top-p, not both.

promptingguide.ai/introduction/settings 55 / 137
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Temperature 0 is not determinism

Even at temperature 0, hosted endpoints can return different outputs.

Main cause: kernels are not batch-invariant · server batch size (out of your control) changes the result.

Reasoning models (o-series, GPT-5) often fix temperature / top-p at 1 (not changeable).

thinkingmachines.ai/blog/defeating-nondeterminism-in-llm-inference 56 / 137
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Structured output
Ask for strict JSON, not free text.

Use JSON mode / schema enforcement.

Function calling: the model fills typed arguments of a function you define.

This is what turns an LLM into a software component.

57 / 137
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Always validate the output (bridge to security)

Treat LLM output as untrusted input.

Validate / parse before using it (DB, shell, email, another API).

This is OWASP LLM05 · Improper Output Handling, seen in module 5.

58 / 137
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59 / 137

Prompting & structured output ≈25 min

From a fake travel booking, extract clean structured data.

S TA N D A R D  T R A C K

From a fake travel booking text, write a prompt that extracts clean

JSON (PNR, dates, amount, currency). Compare zero-shot vs few-

shot; vary the temperature and observe.

A D VA N C E D  C H A L L E N G E

Enforce a strict schema via JSON mode / function calling; handle

an ambiguous input; measure the token cost of each approach.

Environment: GitHub Copilot Chat (any model) or Google AI Studio. No company data.



🎯
Quiz time!

Quick recap before lunch: tokens, models and

prompting.

kahoot.it game PIN on screen

Fundamentals · Tokenizers & cost · Prompt engineering

TsunamIA
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RAG and fine-
tuning:
choosing the
right approach

Travel logs are text → RAG is very

relevant. You won't put a 500 GB model

on a server.
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Prompt vs RAG vs fine-tuning
Three options · the single most useful slide to scope a project.

Prompt only

knowledge already in the model

fastest · cheapest

→

RAG

ground on your documents

default for enterprise

→

Fine-tuning

teach style / narrow task

GPU + data · last resort

Start with a prompt · add RAG for grounding · fine-tune only when both fall short.

62 / 137
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RAG vs long context (just paste the doc?)
Huge context windows make “paste the whole document” a real alternative to RAG.

CONTEXT STUFFING

Best for a few docs and simplicity.

RAG

Best for a big or changing corpus.

63 / 137

Paste the whole doc into the prompt · no retrieval, no chunks.

Simple, no pipeline to build.

Windows mid-2026: 1M common (Claude, Gemini, GPT-5), up to

10M (Gemini 3 Pro, Llama 4 Scout).

Retrieve only the relevant passages, then answer.

Stuffing is not free: you pay all input tokens every call (a 1M-

token doc ≈ $5 on Opus), and recall drops (lost in the middle).

Scales to a large, changing corpus, with cost control and

traceability.
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RAG · why
Retrieval-Augmented Generation: retrieve the right passages from your documents, then

give them to the LLM to answer.

Your question

Your docs

LLM
answers from question + your docs

Grounded answer

based on your data, not the model's memory

✓ with source

64 / 137

Grounded answers → reduces hallucination.

Fresh / private data without retraining.

Traceable source citations.

No GPU needed.
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RAG · how it works (pipeline)
Chunk → Embed → Store → Retrieve → Rerank → Generate.

Chunk Embed Store Retrieve Rerank Generate

The query is embedded too, then matched against stored chunks · garbage in → confident wrong answers.

65 / 137
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RAG · chunking & retrieval choices

Chunk size and overlap matter.

top-k controls how many passages you retrieve.

Reranking reorders results for relevance · a big quality lever.

Semantic chunking groups related sentences. Garbage in → confident wrong answers.

66 / 137
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Two-stage retrieval: search then rerank
A cheap retriever casts a wide net, a reranker keeps what is truly relevant.

query retriever
fast, returns many

shortlist (top 50)

reranker
slow, precise

top 3, reordered

Cheap search casts a wide net, the reranker picks what is truly relevant.

Principle redrawn from Hands-On Large Language Models (Alammar & Grootendorst).

67 / 137
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RAG · pitfalls (security bridge)

Bad chunking / retrieval → wrong context.

Vector & embedding weaknesses (OWASP LLM08): RAG poisoning, cross-tenant leakage, embedding inversion.

RAG is also a path for indirect prompt injection.

genai.owasp.org/llmrisk/llm082025-vector-and-embedding-weaknesses 68 / 137
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How an LLM is actually built
Three stages turn raw text into a helpful assistant.

1 · Pretraining

Predict the next token

on a huge web corpus

Base model

knows language, not tasks

2 · Instruction tuning

Fine-tune on

instruction → answer pairs

Follows tasks

supervised fine-tuning (SFT)

3 · Preference tuning

Align with human

preferences (RLHF / DPO)

Helpful chat model

what you actually use

Most enterprise work happens AFTER stage 1: you consume a chat model, or lightly tune it.

RLHF = Reinforcement Learning from Human Feedback · DPO = Direct Preference

Optimization. On Hugging Face: -base just autocompletes, -instruct / -chat is the

assistant · in production use instruct/chat, never base.

69 / 137
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RLHF: who actually gives the feedback?
The “human feedback” behind aligned models is a real, and expensive, human industry.

$14.3B
Meta → Scale AI

for a 49% stake (2025)

$25B
Surge AI valuation

≈$1.4B revenue, almost all from AI labs

$150+/hr
Expert annotators

far more for medical / legal specialists

sacra.com/c/surge-ai · techcrunch.com (Meta–Scale AI) 70 / 137

Annotation quality is the real moat · models are aligned by armies of paid experts, not by magic.
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Fine-tuning · when it helps

Lock a consistent style / format.

Specialise on a narrow, repetitive task.

Reduce prompt length once behaviour is learned.

LoRA / QLoRA = lightweight tuning · train small adapters, not the whole model.

71 / 137
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Lightweight fine-tuning: LoRA
Freeze the base model, train a small low-rank adapter.

Full fine-tuning

update ALL weights · big GPU · one full copy per task

LoRA / QLoRA

frozen base weight +

frozen base weight +

frozen base weight +

freeze base, train a small low-rank adapter (A×B) · cheap, swappable

LoRA principle redrawn from Hands-On Large Language Models (Alammar &

Grootendorst).

72 / 137
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Fine-tuning · the real cost

Needs GPU + a curated, labelled dataset.

Must be redone when the base model changes.

Often beaten by a good RAG + prompt.

At Amadeus: rarely the first step.

73 / 137
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Fine-tuning · real-world examples

Code models

Code Llama, Qwen2.5-Coder, DeepSeek-Coder · fine-tuned for code.

Domain models

Finance (BloombergGPT), medical (Meditron), legal (SaulLM).

“Uncensored” community fine-tunes

Guardrails removed, e.g. Dolphin (Llama / Mistral) or Nous-Hermes · shows

fine-tuning can change behaviour, and why governance matters.

Instruction tuning + RLHF

How a base model becomes a chat model (e.g. Llama → Llama-Instruct).

74 / 137
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github.com/run-llama/llama_index · ollama.com/library/nomic-embed-text 75 / 137

A small local RAG (Ollama) ≈20 min

100% local, CPU-friendly, no Hugging Face download.

S TA N D A R D  T R A C K

Run a provided Python script (LlamaIndex + ChromaDB) that

indexes 3–4 text files and answers from them. Change the docs

and watch grounding; trigger a hallucination by removing the

answer.

A D VA N C E D  C H A L L E N G E

Tune chunk size and top-k, add a reranking step; swap models.

Environment: Python + Ollama (llama3.2:3b + nomic-embed-text) + ChromaDB. Force embeddings via Ollama · Hugging Face is blocked. For non-tech: AnythingLLM.
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04
Deployment,
cost and token
economics

The hot topic of the day · and the part

that hits your daily work most.
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Choosing a model

77 / 137

Capability for the task vs size / speed.

Cost per token (input / output / cached).

Latency.

Context window needed.

Match the model to the task · don't default to the biggest.
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Deployment options

⚡ Managed API

Fastest, pay per token.

☁️ Azure ML / cloud hosting

More control.

🔒 Self-host / local SLM

Sovereignty.

78 / 137
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Tokens: input vs output vs cached
Every API call is billed in tokens · and the three kinds are not priced the same.

Input tokens

Everything you send: system prompt, history,

retrieved docs, the user message.

Output tokens

What the model generates, one by one · usually

the most expensive (often 4-5x input).

Cached tokens

A repeated prompt prefix can be cached · billed

at a fraction of the input price.

79 / 137

Knowing the split is the basis of cost control: shrink the input, cache the stable part, watch the output length.
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Token monitoring
You cannot optimise what you don't measure.

VS Code now exposes token tracking.

Provider dashboards.

Per-model multipliers in Copilot.

80 / 137
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Prompt caching · what & why
Reuse the same prompt prefix → the provider reuses the already-computed KV-cache

instead of recomputing it.

reused prefix

system prompt · big document

conversation history · few-shot

KV-cache hit · ≈−90%

+
new tokens

full price

cheaper

+ faster

Cached input ≈ 10% of input price across the big three · ideal for agents, chatbots, RAG.

81 / 137
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Prompt caching · pricing
Cached input tokens cost ≈−90% across the big three.

PROVIDER MECHANISM CACHE READ CACHE WRITE

OpenAI automatic (≥ 1024 tokens) 10% of input —

Anthropic explicit (cache_control) 0.1× input (−90%) 1.25× (5 min) / 2× (1 h)

Google Gemini implicit + explicit −90% on 2.5+ —

A major FinOps lever. Anthropic charges for the cache write.

platform.openai.com/docs/guides/prompt-caching · platform.claude.com/docs · prompt-caching 82 / 137
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The 2026 memory crisis (why tokens got expensive)

+90–95%
DRAM, Q1 2026 QoQ

PC DRAM >+100%

≈+20%
HBM for 2026

now 23% of DRAM wafer capacity

3×
wafer for 1 bit of HBM

vs DDR5

trendforce.com (press center) · tomshardware.com · HBM is eating your RAM 83 / 137

Memory makers shifted capacity to AI → a structural “memory supercycle”.

HBM is the critical component of inference GPUs → hardware cost per token went up.



4 COST & TOKENS TsunamIA

API price hikes, May 2026

openrouter.ai/announcements/gpt55-cost-analysis · theregister.com · gpt_55_pricing 84 / 137

OpenAI: GPT-5.5 launched at $5/$30 per 1M tokens = double GPT-

5.4 ($2.50/$15). Real impact +49% to +92% depending on prompt

length.

Google: broadly stable.

Anthropic: headline prices unchanged…
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The invisible hike (tokenizer change)
A provider can keep the headline price unchanged but change the tokenizer so the same

text produces more tokens.

Claude Opus 4.7 (Apr 2026) shipped a new tokenizer → reportedly +12–35% tokens for the same text.

A higher bill that never appears on the pricing page.

Lesson: cost = price-per-token × number of tokens · the tokenizer can move silently.

● à vérifier J finout.io/blog/claude-opus-4.7-pricing 85 / 137
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GitHub Copilot goes usage-based (1/2) · the change
The angle for Amadeus · a heavy Copilot user.

GitHub Copilot is moving ALL plans to usage-based billing on 1 June 2026.

From a flat “effectively unlimited” subscription to a model where every token counts.

Announced 27 Apr 2026 by GitHub's CPO.

github.blog · github-copilot-is-moving-to-usage-based-billing 86 / 137
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GitHub Copilot goes usage-based (2/2) · how it works

🎟️ New unit: AI Credits

1 credit = $0.01. Metered per token at per-model API rates.

📦 Plans unchanged

Each includes credits = its price: Pro $10, Pro+ $39, Business $19,

Enterprise $39. Completions stay included.

✖️ Model multipliers matter

Cheap 0–1×, expensive much higher. Annual plans: Opus 15× → 27×, GPT-

5.5 → 57× on 1 June.

🏢 For a big org

Real cost = underlying inference cost → same FinOps levers as raw API.

● à vérifier J docs.github.com · copilot-billing/models-and-pricing 87 / 137
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Case study: Uber

4 months
to burn the 2026 AI budget

exhausted by April

≈5,000
engineers on Claude Code

adoption 32% → 84%

≈70%
of committed code is AI-generated

$500–$2,000 / eng / month

fortune.com/2026/05/26 · uber-coo-ai-spending-tokens-claude-code 88 / 137

The COO publicly questioned the ROI: “can't link tokens to features”. Ties to OWASP LLM10 · Unbounded Consumption.
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Case study: runaway bills

● à vérifier J fastcompany.com/91550884 · tomshardware.com · mystery-company-usd500-million 89 / 137

Reported: a company accidentally ran up ≈$500M in Claude

charges in a single month after failing to set usage limits (told to

Axios; company unnamed).

Anthropic added rate limits in 2025 to curb power users burning

thousands on $20 plans.

Lesson: no governance = denial of wallet.
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FinOps playbook
Three forces in 2026: vendors pass through inference cost, HBM raises it, APIs go up (or

up “silently”).

♻️ Prompt caching

−90% on reused context.

🔀 Model routing

Small model for easy tasks.

✂️ Shorter prompts / batching

Cut tokens, group calls.

🎯 Right model, right job

Capability vs cost.

🚨 Budgets, quotas, alerts

Governance by default.

🇬🇧 English for mass automation

Beat the token tax.

90 / 137
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OWASP Top 10 for LLM Applications

(2025) · 1 concept + 1 real example per

risk.



Treat every LLM output as

untrusted input.

· The one principle to remember

TsunamIA

“
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OWASP Top 10 for LLMs (2025)
LLM07 and LLM08 are new in 2025; LLM09 = ex-“Overreliance”; LLM10 = ex-“Model DoS”,

broadened.

LLM01 Prompt Injection LLM02 Sensitive Information Disclosure

LLM03 Supply Chain LLM04 Data & Model Poisoning

LLM05 Improper Output Handling LLM06 Excessive Agency

LLM07 System Prompt Leakage new 2025 LLM08 Vector & Embedding Weaknesses new 2025

LLM09 Misinformation LLM10 Unbounded Consumption

genai.owasp.org/llm-top-10 93 / 137
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LLM01 Prompt Injection concept

An attacker slips instructions (visible or hidden) into input the model

processes, changing its behaviour.

LLM01

94 / 137

Direct (user types it) or indirect (hidden in a document / email / web page read via

RAG).

#1 risk, hardest to fully fix: the model doesn't natively separate “instruction” from

“data”.

Mitigations: constrain behaviour, validate output formats, least privilege on tools,

human approval for high-impact actions, tag untrusted content.
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LLM01 Prompt Injection real-world example

EchoLeak (CVE-2025-32711, CVSS 9.3) · the first zero-click prompt injection on

Microsoft 365 Copilot (Aim Labs, June 2025).

LLM01

thehackernews.com/2025/06 · zero-click-ai-vulnerability · envive.ai · chevy-dealerships-ai-chatbot 95 / 137

A booby-trapped email (no user click) exfiltrates data Copilot can access.

Lighter example: a Chevrolet dealership chatbot tricked into “agreeing” to sell a car for

$1.
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LLM02 Sensitive Information Disclosure concept

The model reveals sensitive data (PII, secrets, proprietary code) from its

training data or from context users provided.

LLM02

96 / 137

Mitigations: data sanitisation / scrubbing, output filtering, strict access control, user

awareness, privacy techniques.
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LLM02 Sensitive Information Disclosure real-world example

Samsung (March 2023): engineers pasted proprietary semiconductor source

code and internal meeting notes into ChatGPT.

LLM02

techradar.com · samsung-workers-leaked-company-secrets-chatgpt 97 / 137

3 incidents in under 20 days → Samsung banned public generative AI.
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LLM03 Supply Chain concept

Vulnerabilities from the chain: compromised pre-trained models, poisoned

datasets, booby-trapped LoRA adapters, malicious dependencies, third-party

models from hubs.

LLM03

98 / 137

Mitigations: verify provenance / integrity, AI-BOM / SBOM, trusted sources, component

scanning.
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LLM03 Supply Chain · slopsquatting real-world example

LLMs hallucinate package names that don't exist; attackers register them with

malware; a developer trusting the LLM installs it.

USENIX SECURITY 2025 STABLE, SQUATTABLE TARGETS

LLM03

arxiv.org/abs/2406.10279 · socket.dev/blog/slopsquatting 99 / 137

19.7% average package hallucination

rate

5.2% commercial · 21.7% open-source

models

205,474 unique hallucinated names

43% reproducible
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LLM04 Data and Model Poisoning concept

Malicious data injected during pre-training, fine-tuning or embedding to plant

backdoors, bias or degraded behaviour · sometimes triggered by a hidden

“trigger”.

LLM04

100 / 137

Mitigations: data provenance / integrity, anomaly detection, red-teaming, data lineage.
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LLM04 Data and Model Poisoning real-world example

PoisonGPT (Mithril Security, 2023, PoC): a model surgically edited to spread

targeted misinformation while passing standard benchmarks.

LLM04

101 / 137

Shows you can't trust a model just because it scores well. (Documented proof-of-

concept.)
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LLM05 Improper Output Handling concept

LLM output passed to a downstream component (browser, shell, DB, eval)

without validation → XSS, SSRF, SQL injection, RCE.

LLM05

102 / 137

The bridge between LLM risks and the classic web Top 10.

Mitigation: zero-trust output, contextual encoding, parameterised queries, CSP.
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LLM05 Improper Output Handling real-world example

An LLM emits Markdown with an <img> pointing to an attacker server, with

data in the URL → exfiltrates context.

LLM05

103 / 137

Exactly the mechanism inside EchoLeak.
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LLM06 Excessive Agency concept

Giving an LLM / agent too much functionality, permission or autonomy; a

wrong or manipulated output triggers real-world actions.

LLM06

104 / 137

Major risk of 2025–2026 agentic systems (delete data, send money / emails).

Mitigations: minimal tools, fine-grained permissions, least privilege, human-in-the-

loop, audit trail.
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LLM06 Excessive Agency real-world example

An email assistant allowed to “delete”, hit by a prompt injection inside an

incoming mail, empties the inbox.

LLM06

105 / 137

Ties directly to Unbounded Consumption (Uber-style runaway agents).
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LLM07 System Prompt Leakage (new 2025) concept

The system prompt (rules, sometimes secrets) is extracted by users.

LLM07

106 / 137

The real problem: putting things in the system prompt that should never be there

(keys, security rules, business logic).

Mitigation: never put secrets in the prompt, enforce security OUTSIDE the LLM, don't

rely on the prompt for security.
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LLM07 System Prompt Leakage real-world example

Throughout 2024, many commercial assistants' system prompts were

extracted publicly via simple “repeat your instructions” requests.

LLM07

107 / 137

Exposing guardrail logic and making bypass easier. (Connect to the Gandalf lab.)
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LLM08 Vector and Embedding Weaknesses (new 2025) concept

Weaknesses specific to RAG.

LLM08

108 / 137

Poisoning the vector store, cross-tenant leakage in a shared DB, embedding inversion,

indirect injection via indexed documents.

Mitigations: access control & partitioning of the vector DB, validate ingested data, per-

tenant permissions, integrity monitoring.
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LLM08 Vector and Embedding Weaknesses real-world example

RAG poisoning: an attacker drops a booby-trapped document into an indexed

SharePoint.

LLM08

109 / 137

Later it is retrieved and its hidden instructions run (indirect prompt injection).

EchoLeak also abuses this RAG surface.
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LLM09 Misinformation (ex-Overreliance) concept

The model produces false-but-credible information (hallucinations) that users

rely on without checking.

LLM09

110 / 137

Includes hallucinated code (packages / APIs → slopsquatting).

Mitigations: RAG with trusted sources, cross-checking, human oversight, citations,

clear limits.



5 LLM SECURITY TsunamIA

LLM09 Misinformation real-world example

Air Canada (2024): the chatbot invented a bereavement-fare refund policy.

LLM09

customerthink.com · chatbots-under-fire-dpd-air-canada 111 / 137

The tribunal held the airline liable, rejecting “the chatbot is a separate legal entity”.

First well-known “the company owns its bot's words” ruling.
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LLM10 Unbounded Consumption (ex-Model DoS) concept

Uncontrolled resource use: massive / expensive requests, denial of service,

“denial of wallet”, and model extraction.

LLM10

112 / 137

Mitigations: rate limiting, quotas, input size limits, budget caps + alerts, timeouts,

monitoring.
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LLM10 Unbounded Consumption real-world example

The token-cost cases from module 4 ARE this risk in production.

LLM10

113 / 137

Uber's 4-month budget burn and the reported $500M single-month bill = denial of

wallet at scale.

Governance (budgets, quotas) is the fix.
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The flip side: AI as a defender
AI is both the threat and the counter-fire.

🛡️ Artemis (OOPSLA 2025)

Static taint analysis + LLM to find SSRF: 106 real SSRF on 250 PHP apps, 35 new, 24 CVEs.

🔭 Claude Mythos (Project Glasswing)

Cyber preview: 23,019 vulnerabilities flagged across 1,000+ open-source projects, ≈6,200

critical/high.

arxiv.org/abs/2502.21026 (Artemis) · anthropic.com/glasswing 114 / 137
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The new dev reality: audit AI code before prod

≈2.7×
more XSS in AI-assisted PRs

1 in 3
suggested snippets has an exploitable flaw

42–48%
real bugs caught by AI review

vs <20% for traditional SAST

checkmarx.com/learn/ai-security/2025-trends · sourcegraph.com/blog/automated-code-review-tools 115 / 137

100% of orgs have AI code in prod, only ≈19% have full visibility. Response: AI code review before deployment.

Tools: Copilot Autofix, Snyk, Semgrep Assistant, Cursor Bugbot, CodeQL. AI augments, doesn't replace · keep the human in the loop.



★ LAB 3 TsunamIA
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Prompt injection in practice (Gandalf) ≈20 min

Online, no install · make the LLM leak a secret password across rising defence levels.

S TA N D A R D  T R A C K

Gandalf (Lakera): levels 1–4 solo, then a group debrief on the 3

defence layers (system prompt, input guard, output guard).

A D VA N C E D  C H A L L E N G E

HackMerlin or a PortSwigger LLM lab (indirect injection).

Environment: gandalf.lakera.ai · hackmerlin.io · portswigger.net/web-security/llm-attacks



🎯
Quiz time!

Afternoon recap: RAG, cost, security and agents.

kahoot.it game PIN on screen

RAG & fine-tuning · Token economics · OWASP & agents

TsunamIA
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06
Trends and
perspectives

Where this is heading, and how to keep

up.



6 TRENDS TsunamIA

Agentic AI and tool use
An agent is an LLM that can call tools, observe the result, and decide the next step.

Goal

Reason

Call toolObserve

Decide

repeat

An agent calls tools, observes the result, and decides the next step · more power = more risk (LLM06).

119 / 137



6 TRENDS TsunamIA

The ReAct loop
Thought, Action, Observation, repeated until the goal is met.

Thought

reason about the goal

Action

call a tool (search, calc, API)

Observation

read the tool result

repeat until the goal is met

ReAct = Reasoning + Acting, the core loop of a tool-using agent.

Principle redrawn from Hands-On Large Language Models (Alammar & Grootendorst).

120 / 137
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MCP · Model Context Protocol
An open standard (Anthropic, Nov 2024) · “a USB-C port for AI apps”.

LLM / Agent MCP Client
MCP

MCP Server Tool / Data

“A USB-C port for AI apps” · primitives: Tools (actions) · Resources (data) · Prompts (workflows)

Open standard (Anthropic, Nov 2024) · now supported by OpenAI, Microsoft, Google

modelcontextprotocol.io · anthropic.com/news/model-context-protocol 121 / 137
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MCP · concrete example
An agent with an MCP “Calendar” server + an MCP “hotels DB” server.

122 / 137

“What are my free slots next week, and find a hotel?”

It reads the calendar (resource) and calls hotel search (tool).

MCP is now the de-facto standard for agentic integration.



6 TRENDS TsunamIA

UCP · agentic commerce
Universal Commerce Protocol (Google + Shopify, 20+ partners) · “the MCP of

commerce”.

A common language for AI agents to discover products, manage a cart and check out at any merchant, without

per-merchant integration.

Interoperates with MCP, A2A and AP2.

Extended to lodging / hotels in May 2026.

developers.googleblog.com · universal-commerce-protocol-ucp · shopify.engineering/ucp 123 / 137
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UCP · the Amadeus angle (nuanced) + AP2
“Book me a hotel in Nice for the first weekend of November, budget 700 EUR.”

● à vérifier J amadeus.com · agentic-ai-travel-mcp-ucp-standards · cloud.google.com · ap2-protocol 124 / 137

The agent queries inventory / prices via UCP, builds the cart, pays

via AP2 (3 signed mandates: Intent, Cart, Payment).

Amadeus position (CTO, 21 May 2026): MCP is “only a first step”;

current protocols are “retail-native, not yet travel-ready”.

Amadeus positions itself as a neutral execution / trust layer.

Rival: ACP (OpenAI / Stripe, Instant Checkout in ChatGPT).



6 TRENDS TsunamIA

The agentic stack (layers)
MCP = tools · UCP = commerce · AP2 = payments.

User

AI Agent

MCP · tools / data

UCP · commerce (catalogue, cart, price)

AP2 · signed payment (Intent · Cart · Payment)

Merchant / Hotel / Airline

Rival commerce standards: UCP (Google / Shopify) vs ACP (OpenAI / Stripe)

125 / 137
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Small Language Models (SLM)
Tiny models (sub-4B) that run on a laptop / phone, no GPU.

Via Ollama: llama3.2:1b/3b, qwen2.5:0.5b-3b, gemma2:2b, phi4-mini.

Rule: pick a model whose size < available RAM − 2 GB.

Models pulled from the Ollama registry, not Hugging Face.

126 / 137
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SLM use cases

🕶️ Anonymise before a big model

PII masking before sending data upstream.

(Microsoft Presidio for industrial use.)

🛡️ Guardrails

Around a bigger model: Llama Guard 3,

granite3-guardian.

🔒 On-device / sovereignty

Keep sensitive data local.

ollama.com/library/llama-guard3 · github.com/microsoft/presidio 127 / 137
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Quantization at the edge (recap)
The path to near-free, on-device AI without a GPU.

128 / 137

Quantization (module 1) + 1-bit BitNet.

A 4-bit 7B fits a laptop.

A 1.58-bit BitNet runs a big model on a CPU.



6 TRENDS TsunamIA

Evaluation · why
“How do I know an upgrade (5.4 → 5.5) didn't break my agent?”

You can't ship LLM features without evaluation.

Outputs are non-deterministic and models change under you.

129 / 137
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Evaluation · how
Build a small golden set, define metrics, re-run on every change.

Golden set Define metrics Run on change Compare Track over time

Regression testing for LLMs · correctness + cost + latency · LLM-as-judge for open-ended outputs.

LLM-as-judge for open-ended outputs · track quality, cost and latency. Use eval tooling

(W&B Weave, LangSmith, Langfuse, MLflow) to log runs and compare versions on every

upgrade (5.4 → 5.5).

130 / 137
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Key benchmarks: read them critically
The Sparks program names these · know what each one really measures.

MMLU

Multiple-choice, 57 subjects. Now saturated

(top ≈90%), no longer separates the best.

Successors: MMLU-Pro, GPQA Diamond

(graduate-level).

SWE-bench Verified

Real GitHub issues · the model must ship a

patch that passes the tests. The “can it actually

code” test. Mid-2026 top ≈85-89%, varies a lot

by harness.

Read critically

Watch contamination, saturation, gaming, and

the gap to your task. Build your own golden set.
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Benchmarks & LM Arena
LM Arena ranks models by blind human votes (two anonymous answers → Elo).

Claude Opus 4.x 1452

Gemini 3.x Pro 1449

GPT-5.x 1447

Grok 4.x 1421

Mid-2026 top 3 are statistically tied · blind human votes → Elo · always validate on YOUR use case.

Limits: vote gaming, models “optimised for the arena”. Show the live leaderboard on the

day rather than a frozen number.

● à vérifier J arena.ai/leaderboard/text · en.wikipedia.org/wiki/LMArena 132 / 137
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Where the research actually lives
Module 6 says “keep up” · here is where to look.

arXiv · the preprint server for AI papers (cs.CL / cs.LG). Caveat: not peer-reviewed, read it critically.

Hugging Face (models, datasets, leaderboards, Daily Papers) and Papers with Code (paper + code + benchmark

in one place).

GitHub for the code, and the lab blogs (Anthropic, OpenAI, Google DeepMind, Meta) for what is actually shipping.

The signal is high, but so is the noise · a preprint is a claim, not a proven result.
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Multimodal models
Modern frontier models handle text + images (+ audio / video).

134 / 137

Read a screenshot, a chart, a scanned PDF; describe or extract.

Relevant for travel docs (tickets, receipts).

Detection angle: watermarking (SynthID, C2PA) to tell AI-

generated content apart.
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Key takeaways

1 An LLM predicts the next token · its power and its limits. 2 Tokens are money: tokenizer, caching, the 2026 cost surge.

3 Prompt → RAG → fine-tune, in that order. 4 Modern prompting = clarity + structure + control the reasoning

via API.

5 Treat every output as untrusted; OWASP Top 10 is your

checklist; AI is both threat and defender.
6 Agentic AI + MCP / UCP are the next wave; evaluate everything.
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Going further: internal Amadeus trainings
The topics we deliberately kept out of today, covered by your internal programmes.

Ethics & societal impact

Internal Amadeus training (link to be added).

Regulation & compliance

GDPR, EU AI Act · internal Amadeus training (link to be added).
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thank you.

TsunamIA

Questions and discussion · Dimitri Foucault


